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The overall PoDIUM architecture

* Based on earlier PDI reference
architectures (e.g., ICT4ACART)
* Extended by:
~*: Hybrid Data Management
Multi-connectivity
Integration of VRUs
Digital Twin
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ooperative Services

oot

Software Integrity and
Trust Mechanisms

* Architecture derived in five
different views, each focusing
on different aspects for
respective experts

Cloud Layer

Edge Layer

Road Level
System
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Global Data Management

+ Global digital twin from data fusion
» Data truthfulness

Hybrid Data Management
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Local Data Management

» Local digital twin from data fusion

* Data truthfulness
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Communication
technologies:

* Wired

T T
* Cellular

* Ad-hoc
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* Multi-connectivity <>




* Integration of mobile road-
users and stationary road-side
equipment via:

~*: ITS-G5
~*: Cellular mobile networks

(5G) with cm-wave and
mm-wave cells

» Sidelink
* 60-GHz-WiFi
» Wired connections

i

* Redundancy of multi-
connectivity for

~*: enhanced bandwidth
~*: enhanced reliability

Cloud/Edge Layer

Mobile

i ] Cloud computing

Communication Architecture Overview

Communication
technologies:

- Wired —
- Cellular
- cm-Wave <= == =)
- mm-Wave <Yoooooaooa >
- Ad-hoc
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Multi-connectivity <>

UE={EV, VRU, Shuttle user}
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* Main platform services and
exemplary tasks:

~=: Digital Twin: Providing a full
environment model

-*: Traffic Management and
Cooperative Maneuver
Services: Improve efficiency
and safety of traffic flow

-=: Risk Management: Warn road
users in case of potential
collisions

Software Integrity: Ensure
integrity of included software
components

C-ITS Message and User
Handling: Make use of
redundancy in communication
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Platform Services

Sensors and

Actors

Functional Blocks Overview

Risk Management —

Software Integrity

Traffic Management and/or “' - .
. . Digital Twin
Cooperative Manoeuvre Planning »
A I ¢
»  C-ITS Message and User Handling '«
|
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e Connected
Traffic Light Infrastructure- g Conventional
(Sensors, based Road S and
Actors, User o Emergency
Controller) Detection 8 Vehicle
o Functions

Connected
Automated
Vehicle
Functions

VRU Functions




Data Flow Architecture Overview

Data Flow between road users
and services is based on ETSI
messages

Where possible, ETSI messages
are also used for data exchange
between services

Extensions of current standard
messages partly necessary for
new functionalities (2
contributions to respective
standardization working groups
by partners)
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Traffic Management &
Cooperative Manoeuvre
Planning

Traffic data (perception& control)

CPM opticnally with extensions

l Platform Services
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Traffic Management System
{road, city, tunnel)

~

EY priority requests
Tradfic plans
Traffic sensors data
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Traffic Controller

Trafficdaa
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CPM optionally with ext.
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Deployment
environment for
functions/services
/applications and
data storage

Hardware
virtualization and
containerization
allow for flexible
deployment

____________________________________________________________________

@ mgmt:docker_ Traffic/SmartMobility/OtherServices

IT Environment Architecture Overview
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Software Integrity Architecture Overview

* Integration of trusted
computing devices (e.g.,
trusted platform modules
with trusted software
stack)

e Remote attestation of
software integrity

Cloud/Edge Level

MEC .
- Remote Attestation
—
o — procedure
o —

- Trusted Platform Agent

o — - Remote Attestor .

Road Level System

RSU acting as a

OBU acting as a TCB and Remote Attestor

Trusted Computing Base (TCB)

Mobile Users | | Stationary Users |
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Data Truthfulness Architecture Overview

Basic idea: Validate data
before their integration
and during processing

Examples:
~*: Use redundancy to 4
check for erroneous Data . g
Source 2
data (sources) Reliability Check of &
-=: Use gelf-assessment each £
techniques to . et e £
validate data . E

processing outputs

Data
—

Source n




Thank you!
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